MTT Company
Comparative analysis of popular Internet instant messengers and the technology used.
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Comparative table of Internet managers
	Messenger
	StealthPhone ANCORT
	Skype
	Viber
	WhatsApp

	Authentication
	Phone number
	Login
	Phone number
	Phone number

	Architecture
	p2p-architecture with authentication server
	p2p-architecture with authentication server
	p2p-architecture with authentication server
	Message server

	Voice call
	Yes
	Yes
	Yes
	No

	CHAT
	Yes
	Yes
	Yes
	Yes

	SMS
	For Android and Blackberry 
	No
	No
	No

	Video call
	Yes
	Yes
	No
	No

	Storing encrypted data
	Yes
	No
	No
	No

	Encrypting algorithm 
	Symmetrical or asymmetrical. 

data: 

Tiger or AES-256 

Key: RSA-4096 

Certificate: RSA-4096
	Public key distribution 

Data: AES-256 

Key: RSA-1024 

Certificate: RSA-2048
	No encryption
	Tls encryption

	Key formation
	User
	Server
	No
	Md5 hash according to IMEI of the phone

	Audio codecs
	AMR
	SILK (8-24 kHz) 

G.729 (8 kHz)
G.711

Opus
	G.729

Opus
	No

	Video codec
	H.264
	H.264
	No
	No

	Minimum Internet speed required for communication
	Voice: 50 kbit / s 

Video: 200 kbit / s
	Voice: 60 kbit / s 

Video: 200 kbit / s
	500 kbit / s
	any

	PUSH notification
	Yes
	Yes
	Yes
	Yes

	Advantages
	Less demanding to the quality of Internet connection 

The most persistent data protection. 

Ability to send encrypted SMS messages with no internet connection. 

Storing encrypted data.
	Using a variety of audio codecs, which allows to adjust to the quality of the Internet connection.
	Not demanding to hardware specifications of the phone.
	A large number of users.

	Drawbacks
	Only one audio codec is used.
	Very demanding to the hardware specifications of the phone. Currently provides open access to data on demand of security services. Complicated process of registering users. No possibility to store encrypted data.
	No data encryption. 

Demanding to the quality of Internet connection. 

No ability to store encrypted data.
	Login transmitted as open text. Password is generated based on IMEI number. 

No voice and video calls. 

No ability to store encrypted data.

	Estimated value of the company
	-
	$9 billion
	$900 million
	$19 billion


Internet messenger «Skype»
Skype technology
Unlike many other programs of IP-telephony, for data transfer Skype uses P2P-architecture. Skype users’ catalogue is distributed within computer network of Skype users, which easily allows to scale the network to very big sizes (currently more than 100 million users, 15-25 million online) without any expensive infrastructure of centralized servers.


Besides, Skype can route calls through other users' computers. This allows the users who are behind NAT or firewall to connect to each other, but creates additional burden on users’ computers and channels connected directly to the Internet.


The only central element for Skype is the authentication server, which stores user accounts and backs up their contact lists. The central server is needed only for connection. Once the connection is established, the computers forward the voice data directly to each other (if there is a direct connection between them) or via Skype- mediator (superunit - computer, which has an external IP- address and open TCP- port for Skype). In particular, if two computers located within the same local network, have established a Skype-connection, the Internet connection can be interrupted and the conversation will continue until completion of the user or a fault communication within the local network .


The program uses Skype codecs (data compression algorithms) SILK (8-24 kHz), G.729 (8 kHz) and G.711 (ILBC and ISAC were also used previously) and at a sufficient speed Internet connection (30-60 kbit / s) in most cases the sound quality is comparable to the quality of the regular telephone line, and with good connection conditions it is noticeably better.


When the connection between the PCs is set, data is encrypted using AES-256, for transmission of the key which, in turn, uses a 1024-bit key RSA. Public keys of the users are certified by Skype central server when entering the system using 1536 - or 2048-bit certificates RSA.


Skype protocol is closed and used only by Skype original software. Using the API, programs made by third party software developers, can get access to its functions.
3 June 2011 Skype protocol was hacked and its source code appeared on the Internet.



Officially the developer has never confirmed cases of data decryption and / or interception on Skype, and most of the secret services have expressed discontent about it. However, law enforcement agencies of Austria at a meeting with local provider at the Ministry of Internal Affairs reported that they held a "lawful interception of IP- traffic" on June 25, 2008. A similar statement was made by a representative of internal affairs bodies of Australia. Also, due to information leak, it has become known that an interception of online communications program developed by Digitask was requested by one of the Ministries of Bavaria, and the FaceTime company has developed a scanner of IM-protected messages on Skype. In addition, the availability of solutions for eavesdropping on Skype was announced by the Swiss authorities and the Russian security services.


Sustainability of video call requires internet connection speed of more than 200 kbit / s and CPU clock speed should preferably by at least 1 GHz.

Chat in Skype
Skype allows users to communicate not only with voice, but also in a more traditional way - through text messages (IM-Chat). Voice chat allows you to talk with one user and to arrange a conference call. It uses its own codecs.


Skype-chat allows you to arrange group chats, send emoticons, store history. 

Usual IM-chat capabilities like user profiles, status indicators (status) etc., are also included. In addition, Skype allows to exchange files with no size limit and standard options of temporary delivery stoppage and automatic recovery after the loss of connection or shutdown of the Skype program before the end of the file transfer.

Skype Traffic

Traffic volume consumed by Skype during a conversation can vary depending on several factors such as the speed of connection to the Internet (both of the caller and the one who is called), and the call itself.


The amount of traffic consumed by Skype, especially when it comes to video transfer, depends on the width of the channel. Skype always adapts to the speed of Internet connection and system resources. Thus, during a video call traffic can be different in different conditions.


During a voice call and a broadband connection to the Internet approximately the same number of incoming and outgoing traffic is consumed. In total, the average traffic volume is about 500 KB / minute (10 minutes ~ 5 MB, 100 MB ~ 50 minutes).

If traffic is too high when the Skype is on (even in cases where there is no chat and video is off), it is likely that the Skype client became "SuperNod." It means that, Skype begins to pass "alien" traffic through itself like peer to peer network.
Platforms for Skype

There are versions of Skype for Linux, Mac OS X, iOS (iPhone, iPod touch and iPad), Windows (2000, XP, Vista, 7, Windows Phone), PSP, Symbian OS, Android. 

In February 2010, Skype has stopped development and customer support for Windows Mobile and Skype Lite for Java. Corresponding versions were removed from Skype website.
Internet messenger «Viber»

Technology of «Viber»

In Viber your phone number - is your account. That means that, unlike Skype, the user does not need to invent a name and password when creating an account. No need to know skype name of the person with whom you want to chat, send a request to add him to your contact list and wait for confirmation.


Moreover, Viber works fine even if the application is not running, the user can still receive calls and messages. This is realized by accepting a so-called Push-message from the server. When you click "reply", the program starts and the connection is set within seconds.


Viber application among other functions supports full-screen mode when making calls, setting the program as a usual typesetter. That is, you do not have to leave the application to make a  GSM-call, exchange text messages, pictures, location information.



«Viber» works on slower devices compared with Skype. Viber works with stutters, but consistently. After all, the whole architecture for Skype was designed to be suitable for ordinary personal computers. Desktop computers are powerful enough and therefore developers could afford more. When users switched to mobile phones, it became obvious that with such architecture and protocol it was hard to make all the functions work, so the server performance may cause service complaints. Viber was initially designed to operate with mobile devices. Memory limits, processor power limits were taken into account inViber’s design, all resources were more economically fit. That's why Viber proved to be more "efficient", even on slower devices.

Viber uses P2P-architecture. 

Codec used: Opus
Platforms for «Viber»

iPhone, Android, Windows Phone, S40, S60, BlackBerry, bada, Windows Phone 8, Windows Phone 7.5. 
Internet messenger «WhatsApp»
WhatsApp Messenger - a cross-platform application for smartphones that allows you to send messages for free, unlike SMS. The application is available for iPhone, BlackBerry, Android, Windows Phone and Nokia, and, of course, messages can be sent between all the smartphones listed above. WhatsApp Messenger uses the same Internet tariff plan as the e-mail with the browser, so when sending messages, an additional fee is not charged and you can always stay in touch with friends.


Besides the standard messaging WhatsApp users can create groups, send each other unlimited number of messages, photos, audio and video files.
